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Continuous behavioural analysis towards Zero-Defects Manufacturing 
By Dr Niklas Palaghias, Quadible 

Project Details and Motivation 
Today’s manufacturing focus is on improving the quality at every level through the Zero-Defect concept. As 

humans are involved in the actual process, it is natural that mistakes take place. Even though automation has 

been introduced, the human factor can affect the production. Stress, fatigue etc. may introduce errors in the 

production line. In parallel, employees may share credentials among each other or may forget to logout from 

the equipment by prioritising usability over security. The CALM subproject focuses on developing an AI-solution 

for understanding the mental state of the employees ie, stress, fatigue combined with continuous behavioural 

authentication for infrastructure and equipment through, 

triggering alerts related to users’ abnormal behaviour that 

could cause potential defects in the production line.  

CALM will leverage behavioural and contextual data generated 

from the employees of the manufacturer such as device usage, 

application usage, movement, biometrics, and 

actions/transactions. Through AI, CALM will combine more 

than 14 independent behavioural traits. Together they offer an 

incredibly high degree of confidence about who the person is, 

and in what mental state they are in. In this way, the 

behavioural data will be analysed to derive higher level of 

behaviours such as stress levels. In the meantime, it will continuously authenticate users to equipment and 

infrastructure, through their behavioural patterns without the need to input any credentials. These types of 

behaviours will allow the identification of abnormalities in users behaviour, predicting and triggering alerts 

about potential defects or accidents that may happen. 

CALM introduces innovation through AI, a novel behavioural analysis concept is introduced that detects higher 

levels of behaviours eg stress and triggers alerts based on abnormal behaviours. Furthermore, an AI-powered 

continuous behavioural authentication is induced, tackling account/credential sharing, discarding the need to 

log out, providing a ubiquitous experience by supporting multiple devices and a seamless user-experience as 

users do not have to do anything. 

ZDMP Fit 

CALM empowers zero-defect manufacturing by minimising human-introduced mistakes in the production line 

by understanding their mental state (mood, stress, anxiety, fatigue) and ensuring that only authorised people 

have access to infrastructure and equipment. In this way, it ensures the highest production quality from the 

user’s point of view, by detecting any potential mistakes that may be introduced by the users’ side, either due 

to the person’s mental state or due to cybersecurity errors.  

The focus of CALM is to improve safety, productivity, and worker experience. Towards this end, a detailed 

architecture of the CALM system has been created that leverages ZDMP components and incorporates the CALM 

components that are under development. User needs have been collected considering the use cases in which 

the CALM solution will be validated, while the functional requirements of the CALM and ZDMP ecosystems have 

been defined. Moreover, following the definition of the overall system architecture, the experimental setup has 

been performed. The CALM team has worked on experimenting with the ZDMP components required for the 

operation of the system ie Data Acquisition, Message and Service Bus, and the Monitoring and Alerting 



component. In parallel, the CALM SDK and platform are being developed considering the requirements from the 

Experimentation Facility (FASTory line), in which the solution will be validated. 

 

High level architecture of CALM together with the ZDMP components 

Participant Details 

Organisation(s) involved: 

● Quadible: 

● Web: https://www.quadible.co.uk 

● Contact: info@quadible.co.uk 

● Profile: Quadibles mission is to build and protect trust between people and technology, empowering 

equality and inclusiveness while improving peoples’ lives. Quadible is a London-based cybersecurity startup 

that helps organisations mitigate fraud, improve customer satisfaction, and reduce cost through a unique 

continuous behavioural authentication. It is an AI-platform that continuously authenticate users, without 

the need for any user input, by learning their behavioural patterns. With much higher security and 

increased privacy, Quadible helps organisations tackle identity and financial fraud, account sharing and 

account takeover, and in the meantime creates a much better user experience as users do not have to do 

anything to authenticate. 

ZDMP Details 

The ZDMP – Zero Defects Manufacturing Platform – is a project funded by the H2020 Framework Programme of 

the European Commission under Grant Agreement 825631 and conducted from January 2019 until December 

2022. It engages 31 partners (Users, Technology Providers, Consultants and Research Institutes) with a mission 

to “Provide the platform, components, services, and marketplace to achieve the right product, at the right time, 

with the right conditions using the right resources.". Further information can be found at www.zdmp.eu. ZDMP 

channels 3.2M€ of SME orientated funding to subprojects, such as this one to both facilitate SMEs with their 

innovations and increase the value of the ZDMP ecosystem. 

Links 
• Primary Partner: info@quadible.co.uk  

• Sub project website/blog https://www.quadible.co.uk  

• Architecture Component(s) https://www.zdmp.eu/documentation 
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