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Privacy in smart manufacturing environments  
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Some questions for you 

• In a Zero defects scenario, have you ever assessed, if any of the operations conducted within your organisation 

collect personal data from operators, business partners, suppliers, or any other stakeholders? 

• Have you implemented any measures to protect personal data or information collected and processed by your 

company? 

• Do you consider the risks to your business of not performing periodic assessments of new activities that may 

require the collection and processing of personal data? 

Concept of personal data 
Personal data is defined in Article 4.1 of the General Data Protection Regulation (GDPR)1 as any information relating to 

an identified or identifiable natural person (the data subject). The same article states that an identifiable natural 

person is one, who can be identified directly or indirectly, by reference to an identifier (eg a name, identification 

number, location data, etc), an online identifier (IP address, cookies, etc.), or to one or more factors specific to the 

physical, physiological, genetic, mental, economic, cultural, or social identity of that person. 

Moreover, Article 9 of the GDPR2 provides a list with information considered sensitive and whose processing is 

permitted under determined circumstances only; for example, if the data subject has given explicit consent. Due to 

the impact sensitive information (eg data concerning health) may pose on the quality of life, it requires enhanced 

protection. 

Processing of personal data in smart manufacturing environments 

Large amounts of data is processed in smart manufacturing environments every day, including data generated by 

humans, objects / devices, systems, and machines. Among these, can be found personal information related to 

employees, customers, providers or any other identified or identifiable person. Thus, it is essential to identify possible 

operations requiring the gathering of personal data and apply the necessary measures to comply with the provisions 

contained in the GDPR. The frequency with which data is shared among manufacturers, suppliers, cloud services 

suppliers, app vendors, and other stakeholders, only exacerbates the need to appropriately address this matter. 

For instance, the interaction between a machine in the shop floor of a factory (eg a machine with a sensor embedded) 

and an operator may generate data related to the operator’s performance at work or related to time and attendance. 

[1] Some other scenarios where the personal data of employees can be collected in a smart manufacturing ecosystem 

are described below: 

• Capture of images or videos: The image of a person is considered as personal data. To assess and improve 

production processes, images or videos from the shop floors can be captured. Footage and photos, where an 

identifiable operator or any other employee can be seen, constitute personal data 

• Use of applications: Operators may use applications provided through platforms (eg ZDMP) to receive reports, 

warning messages, or different communications related to the production processes. Often, these applications 

require the operators to register and provide personal information about themselves (eg names, position, etc.) 

• Generation of reports: Operators may generate reports (eg production process related reports, quality reports, 

etc.) that are stored in the cloud. These reports may contain personal data about the employees who drafted 

them 

• Use of wearables: The use of wearables may generate data related to the performance of the operator, its 

location, and even their health status 

Personal data can also be collected from business partners and suppliers in connected ecosystems. For instance, in 

smart supply chains, data is generated by ecosystems of suppliers, providers, distributors, and retailers and analytics is 

 
1 https://www.privacy-regulation.eu/en/article-4-definitions-GDPR.htm 
2 https://gdpr-info.eu/art-9-gdpr/ 



needed for value chain integration. Data generated in the course of these activities, including personal data, and 

conducted by the integrating entities may be exchanged in the different phases of the supply chain process. As a 

result, integrating entity may be able to acquire and process data generated in the course various activities. 

There are also several situations, where personal data of manufacturers and customers are collected and processed as 

well, for instance:  

• Manufacturers are increasingly making products “to order” for individual customers. As these products are 

delivered directly to the customer, some information such as the address or other personal data of the 

customer may be required. [2] 

• In the context of product lifecycle management, it is possible that the end product (a smart product) 

communicates with the manufacturer and transmits data from which facts of the owner of the product can be 

inferred. For instance, some smart speakers record pieces of audio that may contain sensitive information of 

the product owner that is later used by manufacturers to improve the device functionalities. [3] 

• Personal data of customers may be processed in other situations (e.g. when the customer uses the 

manufacturing company website or customer databases are to be resold) [3] 

Lastly, personal data can also be collected from Business Clouds / Marketplaces providing an App Store. Marketplaces 

allow for high levels of connectivity among the parties (manufacturers, customers, and suppliers) in the supply chain. 

Usually, they require for users (the company and related staff) to be registered before starting to navigate. During the 

registration process, personal data is provided. Moreover, it is also possible for personal data to be collected and 

processed when clients navigate through the marketplace website and interact with it (cookies may be used, clients 

may provide comments and feedback about the apps, etc). 

What will ZDMP achieve 
As a smart manufacturing ecosystem, ZDMP must be able to identify all possible activities from which personal data 

might be collected and processed, and implement the necessary measures to prevent this information from falling 

into the hands of unwanted or unauthorised parties.  

In this sense, one of the first sources ZDMP should analyse to address privacy is the zApps pool and the platform’s 

Marketplace. The ZDMP Marketplace allows for high-levels of connectivity among partners, making it possible to find 

applications that facilitate data sharing among involved parties. Though these exchanges are not prohibited, they just 

have to be compliant with the provisions established in the GDPR to avoid infringements.  

ZDMP should also be able to anticipate the creation of zApps or the implementation of any components that will 

inevitably collect and process personal data or information. A periodical review of new processing activities and the 

ones that have recently experienced changes could facilitate the identification of these scenarios and allow better 

management of privacy. For example, a zApp capable of monitoring smart products after the production phase to 

detect possible defects. This kind of monitoring could reveal personal data about the owner of the smart product 

generated during its interaction with the device.  

Finally, ZDMP should implement the necessary technical and organisational measures to comply with the 

requirements set out in the GDPR. For instance, personal data collection minimisation (ie the ZDMP platform should 

only collect personal data that is strictly necessary to execute components / zApps successfully).  

ZDMP could also identify zApps / components that may require the processing of personal data from operators, 

customers, providers, and other stakeholders and implement solutions or mechanisms to keep such information 

inaccessible or intelligible to unwanted or unauthorised third parties. Possible solution is the anonymisation or, when 

impossible, the pseudonymisation of the data through encryption or other techniques. Data protection and security 

policies, as well as procedures that allow for transparent and accountable processing, could also make a useful 

organisational measure for ZDMP to preserve privacy and comply with personal data regulations.  

ZDMP Links 
• Architecture Component(s) Process Quality Assurance 

• Work Package WP7 – Process Quality Assurance 

• Tasks T7.4 Process Quality Assurance 
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